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• the process of using the services and re-
sources of the Internet in a safe and secure 
manner.

• Why is it important? It’s not paranoia. The 
world is a dangerous place, both on and 
offline. An ounce of prevention is worth a 
pound of cure

Online Safety



The combination of the safety 
concerns of the physical world and the 
new risks presented in the virtual 
world complicate the safety concerns 
you face when dealing with the 
Internet.
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the number of people who can be a threat to you exponentially increases with the 
population of Internet users.



This information isn’t 
meant to scare you from 
going online, but is 
intended to introduce you 
to potential threats and 
ways to protect 
yourself from those threats. 



Awareness is 
the greatest 
agent for 
change













• When people talk about the Internet, they often refer to it as 
a single entity as the “web” or the “cloud”

• In reality the Internet is a complex network of devices that 
communicate with one another to send your requests or data 
from point A to point B.

What is the Internet?



• With cloud computing your information may be hosted at sites 
all over the world instead of in a group of physical servers. 

• Unfortunately, this means you never know where your email, 
attached files, or other data is being stored. While this might 
not seem an issue at face value, it is problematic when you 
realize that some countries have less stringent data protection 
and privacy laws than others.



• When you visit a site, data is 
transmitted between the client 
and server, allowing you to 
interact with others and/or 
access content like Web 
pages, code in pages that 
perform some function, online 
apps, file sharing, online games, 
and so on.



Some of the common online threats you might face in doing this 
include:

• Personal safety issues (e.g. cyberstalking, cyberbullying, online 
predators)

• Information security issues (e.g. phishing, identify theft, and 
scams)

• Computer threats (e.g. hackers, viruses, and other malicious 
software)

• Content issues (e.g. onbscene or offensive content)



• A 2012 survey found that 90% of consumers have had no 
training or classes on protecting their computer or information
(WeLiveSecurity, 2012).



• A person who conducts some 
form of 
illegal activity using computers 
or other digital technology such 
as the Internet. The criminal 
may use computer expertise, 
knowledge of human behavior, 
and a variety of tools and 
services to achieve his or her 
goal. 

What is a Cybercriminal



• The kinds of crimes a cybercriminal may be involved in can 
include hacking, identity theft, online scams and fraud, 
creating and disseminating malware, or attacks on computer 
systems and sites.



• Cyberstalking is stalking or 

harassment carried out over the 

internet. It might target individuals, 

groups, or even organizations and 

can take different forms including 

slander, defamation and threats. 

Motives may be to control or 

intimidate the victim or to gather 

information for use in other crimes, 
like identity theft or offline stalking.

CyberStalking







Never Friend Strangers

Don’t be too quick to accept a friend request





• The act of stealing a living or deceased person’s identity, and 
using their information for the purposes of fraud. By 
impersonating another person, they can conceal their own 
identity, and use the information they have for personal gain
– Credit card or bank / financial fraud

– Telephone or utility fraud

– Rent a house or apply for a mortgage

– Obtain government documents

– Provide identification in your name during arrest

– Get medical services

IDENTITY THEFT









• B-

• Biometrics
• Precise 

location of 
devices

• Internet 
Provider

• Hours spent 
on games

• etc.



• is bullying that 

takes place over 

digital devices like 

cell phones, 

computers, and 
tablets.

Cyberbullying



Are you a Victim?

• Bullying is repetitious, unwanted, 
aggressive behavior that involves 
a real or a perceived power 
imbalance. 

• Both kids who are bullied and 
those who bully may develop 
serious lasting problems.







• Bully-related suicide 
can be connected to 
any type of bullying, 
including physical 
bullying, emotional 
bullying, 
cyberbullying, and 
sexting, or circulating 
suggestive or nude 
photos or messages 
about a person.



• are individuals who commit child sexual abuse that 
begins or takes place on the Internet

Online Predators





“One Australian study found roughly half of images shared 

on pedophile sites were taken from social media sites.”









• What you do need to do is use the tools and resources that 
experts have provided. There are a vast number of features, 
settings, hardware, and software available to prevent an 
attack, protect your privacy, enhance your security, and/or 
detect and remove anything affecting or infecting your system.

You don’t need to be a computer expert to 
protect yourself.



You don’t need know everything 
about computers, but you should 

know what others have developed to 
protect you.



• stay aware of online threats, just as you might read a 
newspaper to see what crimes are being committed in your 
city and neighborhood

• By paying attention to what the current threats are, you can 
identify if there are issues that should concern you (e.g. new 
setting on Facebook that should be changed, or a particular 
vulnerability that needs you to update a system)

Pay attention to what’s out there



• While the Internet is a resource of 
incredible information, there’s also a lot 
of garbage online

• If you see a story that’s particularly 
humorous, horrifying, or 
unbelievable, try not to share it with 
others before doing a little investigation 
yourself.

Not All Information Is Valid







• A major risk when using the Internet can be the links that you click.

• A hyperlink or link is a section of text, image, or area of the page that’s activated w
hen you click or hover your mouse over it. Clicking the link may take you to another 
section of the Web page or document, open a new page or docu- ment, download a 
program or file, run code, or send email.

• Clicking it could just as easily take you to an untrustworthy site, 
download malware or a virus, or perform some other action you didn’t 
expect.

Think Before You Click



• avoid clicking on pop-up ads or links that seem suspicious

• If an email seems to come from a phony source or has 
elements that seem dubious, don’t click any links

• If you believe the link came from a known source, such as your 
bank or a store you shop at, go to the site directly with your 
browser rather than using the link

• inspect most links by hovering your mouse over it





• When you visit a site, save a file, or provide information online, 
you should be secure in the knowledge that only you and 
authorized users have access to it. Unfortunately, that’s not 
always the case.

Privacy



Online gaming may be used to get private 
information







• When you use the Internet, you should take some time 
thinking about the level of privacy you expect from different 
sites, how the information you post online is used, and who 
can see where you go and what’s stored. This will determine 
the settings you select, the sites you visit, and the browser, 
apps, and search engines you use.

• Terms of Use or Privacy Policy



• Tracking cookies may be stored on your computer as a means 
of monitoring the sites you visit

• Search engines may store information on your searches

• Online surveys may be used to get you to provide details about 
shopping habits, etc



Often, some of the most personal bits of information are facts 
that we’ve posted about ourselves.

• Posting your date of birth, address, phone number, where you 
work or go to school, and other personal details online can 
expose your private life to strangers.

• The same applies to information in profiles, online resumes, 
and albums, which should be set so that only those you trust

• When using the Internet, the goal is to keep private 
information private.



• Just because you posted something, it doesn’t mean it’s 
necessarily yours.

• The reviews and feedback you give may become the property 
of the site or blog that you responded to.

• The Terms of Service will explain your rights, and let you know 
whether you retain owner- ship of your intellectual property, 
transfer it to them, or allow them to use it.

Who has ownership?



Examples



• The location of your data plays a big part in your expectations 
of privacy

• While there are risks saving files to your local hard disk there 
are serious considerations when they’re stored online, 
a corporate network, or devices owned by the people you’ve 
texted, emailed, or sent files to.

Where are your files stored?





TransformationFear your 
children will get 
in trouble online 

Peace of mind 
they can guide 
themselves 
safely



A common sight.



All of these 



Use your Privacy Settings



Social Media gives you the power to control



Be careful of what you post 
Are you sharing too much?



Don’t post something that you will regret later



• T – is it True?

• H – is it Helpful?

• I – is it Inspiring?

• N – is it Necessary?

• K – is it Kind?

BEFORE YOU POST
T H I N K







• Location

• Home address

• Birthday

• Financial information

• Boarding pass

• SSS / GSIS number

Some things are not supposed to be shared

• Be vigilant to what you are 
sharing online and become 
familiar with the 
consequences of such 
information sharing



• Long and complex

• Practical but not personal

• Make it unique and fresh

Create Strong Passwords



What they need:

• A trusted adult to talk with

• Online monitoring

• Safety education

• An advocate to intervene

• support







Some Apps & Devices To Monitor Your Kids Online Activity

Mobicip Nischint
WatchOver

Netgear Parental Router



When online, be … 



• https://www.tripwire.com/state-of-security/security-
awareness/what-cyberstalking-prevent/

• https://en.wikipedia.org/wiki/Cyberstalking

• https://edu.gcfglobal.org/en/internetsafety/

• https://www.scribd.com/read/322093361/The-Basics-of-
Cyber-Safety-Computer-and-Mobile-Device-Safety-Made-Easy#

• https://internetsafety101.org/internetpredators
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Thank you so much.


