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What is intellectual property (IP) and what 
are IP rights?
• IP are creations of the mind

• There are generally four types of intellectual property: 
• 1) copyrightable works; 
• 2) trademarks; 
• 3) patents; and 
• 4) trade secrets. 
In the context of education and use of learning materials, the most relevant
are copyrights. Copyrights apply to original works of a literary or artistic
nature and works that are derivatives of such. The last 3 types are typically
classified as “industrial property”. Prototypes and inventions of engineering
students are industrial property and would fall under patents. The designs for
such would, however, be copyrightable as well.



What is intellectual property (IP) and what 
are IP rights?

• Intellectual property rights are like any other property right. They 
allow creators, or owners, of patents, trademarks or copyrighted 
works to benefit from their own work or investment in a creation.

• Important because:
1. Encourages creativity and innovation;

2. Balances interests of the public (as prospective consumers or benefactors 
of IP) and the innovator/artist/creator (the source of the IP)



What are copyrightable works?

• Copyrights apply to original works of a literary or artistic nature 
and works that are derivatives of such. The following is a non-
exclusive list of copyrightable intellectual property:
• Books, pamphlets, articles and other writings; x x x

• Lectures, sermons, addresses, dissertations prepared for oral delivery, 
whether or not reduced in writing or other material form; x x x

• Dramatic or dramatico-musical compositions; x x x

• Musical compositions, with or without words;

• Works of drawing, painting, architecture, sculpture, engraving, lithography 
or other works of art; models or designs for works of art; x x x



What are copyrightable works?

• Copyrights apply to original works of a literary or artistic nature and works 
that are derivatives of such. The following is a non-exclusive list of 
copyrightable intellectual property:
• Audiovisual works and cinematographic works and works produced by a process 

analogous to cinematography or any process for making audio-visual recordings;
• Pictorial illustrations and advertisements; 
• Computer programs; and
• Other literary, scholarly, scientific and artistic works
• Dramatizations, translations, adaptations, abridgments, arrangements, and other 

alterations of literary or artistic works;
• Collections of literary, scholarly or artistic works, and compilations of data and 

other materials which are original by reason of the selection or coordination or 
arrangement of their contents.



When do copyrights begin to exist?

• At the moment of creation of a copyrightable work, the IP is
protected. There is no need to register, but the IP owner has the
option to remit/register a copy of the IP to the Intellectual Property
Office (IPOPHL), but at most, this only serves an evidentiary
benefit in case of litigation in the future.

• In contrast, trademarks and patents need to be registered with the 
(IPOPHL) in order to be fully protected.



What rights does the owner of IP have?

• Economic rights (may be transferred to another person for 
economic considerations): 
• To reproduce, dramatize, translate, adapt, abridge, arrange, or transform 

the IP; 

• To publish and distribute; 

• To rent out a copy; 

• To publicly display, perform, or otherwise communicate the work. 
(INCLUDING ONLINE)

• To transfer, assign, or license the copyright.



What rights does the owner of IP have?

• Moral rights (retained by the author whether or not the economic 
rights have been contracted to another person):
• To be cited as the author; 

• To alter the work prior to publication; 

• To object to any distortion, mutilation or modification of the work; 

• To restrain use of his/her name with respect to any work that is not 
his/hers or any distorted version of his work. 



When can a non-owner of IP use or copy 
copyrighted work?
• Generally, copyrighted property may only be used, shared, or 

reproduced if any of the following conditions are present:
• Explicit consent of the owner; 

• The work is “open content”, under a “public copyright license” or “open 
access”, or in the public domain;

• The principle of “fair use” applies; or

• The copyright protection has expired.

• If none of those conditions are present, then there is copyright 
infringement. 



A Note on “Open” Content on the Internet

• Some entities such Creative Commons, GNU GPL, Open Source
Initiative, etc., acquire intellectual property rights under a “public
copyright license” to make the property (usually images, videos,
and journal articles) available to the public. Some online archives or
repositories make their content available under such licenses.

• “Open content” refers to any creative work which may be used,
modified, and/or copied, without prior permission from the creator
or owner. Likewise, some websites offer “open access” to academic
journals, conference papers, theses, books, and monographs, e.g.
CORE, Directory of Open Access Journals, etc. In either case,
however, attribution to the owner or author is still necessary.



What is not considered copyright 
infringement?
• Recitation once the IP has been published

• Quotation for a justified purpose (scientific, literary, religious, 
artistic, etc.) and in accordance with “fair use”, provided that 
attribution is made. 

• Fair use under Sec. 185



Fair Use under the IP Code

• “Fair use” of copyrighted works is allowed strictly for purposes of 
criticism, reporting, teaching, scholarship, and other similar 
purposes. 

• Limited copies of copyrighted works may be used for purposes of 
teaching. In several cases, the Supreme Court considered certain 
factors in determining whether copyrighted work has been “fairly 
used”. In sum, these are: 1) whether the use was for commercial or 
for non-profit educational purposes; 2) the nature of the work; 3) 
the substantiality of the portion used in relation to the work as a 
whole; and 4) the impact on the potential or actual market value of 
the work. 



Fair Use under the IP Code

• This means that “fair use” is not an excuse for reproduction of 
entire books, articles, video footage, etc. 

• Moreover, the Philippines is a member of the World Intellectual
Property Organization and the IP Code includes a reciprocity
clause which extends the protections under our law to any citizen
of other WIPO countries. This means that the “fair use” provisions
of the IP Code are not necessarily limited to Philippine copyrighted
works. Therefore, caution must be observed in the fair use of online
content.

. 



Attribution and Citation

• Attribution is the act of declaring an IP to be owned by or sourced 
from a person. Under the IP Code, the source and name of the 
author must be made.

• Citation is the manner by the declaration.

• While the manner may vary (APA, AMA, Chicago, Bluebook, etc.)
from one academic discipline to another, what is important to avoid
liability for plagiarism is that there must be attribution to the
copyright owner.



Silliman ODL

• Always attribute even when you are unsure of the proper citation 
style. At minimum, cite the 1) source; and 2) name of the author.

• Encourage students to look for “open” content, but instruct them to
always attribute to the source and author. (NB: Most social media
sites are open access, e.g. YouTube videos may be shared,
embedded, or linked. So they can be used or shared without
infringing copyrights. Such videos can also be clipped or modified
for purposes of fair use/commentary, provided there is proper
attribution.)



Silliman ODL

• Who owns the learning materials? 
• Under the IP Code, faculty who create course materials (syllabi, guidelines,

etc.) are the owners of said materials. There is a trend that as learning
institutions shift towards ODL, the faculty and the institution enter into
contractual arrangements as to the use and attribution of learning materials
used for ODL. (Note: As of yet, there is no policy from the Board of
Trustees stating so.)

• Materials sourced from other authors must be acquired by faculty with 
their consent, or are open access, or are used according to fair use 
principles.



Silliman ODL

• Content created or submitted by students, e.g. essays, papers,
articles, drawings, etc., are their IP. Such may not be shared or
reproduced unless the student had given his/her consent.



Privacy in Online Education
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• Return on Investment for Privacy Protection

• Management of Risk

• Privacy Risk Management in Highly Regulated 
Markets (e.g., Education)
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Concerns
business case for privacy
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Source: Cisco 2020 Data Privacy Benchmark 
Study. Infographic by Help Net Security. 
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Source: Cisco 2020 Data Privacy Benchmark 
Study. Infographic by Cisco



• Learner success
• Use of university resources
• At-risk learners (predictive capacity)
• Help-seeking behavior
• Intervention
• Learner dashboard
• Real-time analytics
• Integrity of Exams/Assessments
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Concerns



privacy
• the right to be let alone (Warren & Brandeis, 1890) 

• ex: “do not call” registry

• Decisional Privacy - personal & family decisions about 
life, death, and reproduction that protect citizens from 
state intrusions
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def



privacy
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•  Informational Privacy - "the claim of individuals, 
groups, or institutions to determine for themselves 
when, how, and to what extent information about themselves 
is communicated to others" (Alan Westin, 1967)

• be-let-alone preference, decisions, personal 

information - in form of data. Hence, “data 
privacy” 

def



1
0

limits?



Personal information

any information from which the identity of an 
individual is apparent or can be reasonably and directly 
ascertained by the entity holding the information, or 
when put together with other information would 

directly and certainly identify an individual (sec 
3g, RA 10173)
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Def



• Account number 
• License number
• Device identifiers
• Vehicle identifiers
• URL
• IP address
• Biometric identifiers
• Photos or comparable 

images

1
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Personal
Identifiers

• Name 
• Address
• Telephone 
• Fax
• Email
• Social Security
• Birth date
• Medical record
• Health plan
• Dates of treatment



Personal info controller

person or organization who controls the collection, 
holding, processing or use of personal information, 
including a person or organization who instructs another 
person or organization to collect, hold, process, use, 
transfer or disclose personal information on his or her 
behalf (sec 3h)
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Def



any natural or juridical person to whom a 
personal information controller may outsource 
the processing of personal data pertaining to a 
data subject (sec 3i)
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Def Personal info processor
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Consent
“freely given, specific, informed indication of will, whereby the 
data subject agrees to the collection and processing of personal 
information” (Sec 3b)

• from data or research subjects for the collection, use, or 
disclosure of personal information

• not silence, pre-ticked boxes, not inactivity (GDPR)

• “clear and plain language” (GDPR)
16

Principles
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“a security incident that leads to 
unlawful or unauthorized processing of 
personal, sensitive or privileged 
information, or that otherwise 
compromises the availability, integrity or 
confidentiality of information 
processed under the control of a 
personal information controller” 
(NPC Circular 16-001, June 10, 2016)   
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Breac
h



• Availability breach – from the loss 
accidental or unlawful destruction of 
personal data

• Integrity breach – from the 
unauthorized alteration of personal 
data

• Confidentiality breach – from the 
unauthorized disclosure of or access 
to personal data

19

Breac
h

Types

Source: NPC, “Exercising Breach Reporting 
Procedures”
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• Exam ≠ Assessment

• Test = Education = Learning

• Cheating

• Proctored Exam

24

Exam 
Integrity

proctorial.etraining.ph
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• Legitimate purpose

• Data Governance and Accountability

• Proportionality
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Postscript


